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STINGA MoniTorING SYsTeEmM: OVERVIEW

/
IMPROVED BUSINESS WITH LOW COST
SOLUTIONS

e Helps you to satisfy your customers by improving
Quality of Services in your network

e Helps you to get the most out of your existing
investments in your network

e Resolve your network problems before your
customers even notice

e No 1st or 2nd line support anymore, you have 3rd
line support directly by world class specialists

e Tailor made solutions in just a few days

e Training available by highly experienced and skilled
protocol and signalling specialists

FAULTFINDING & TROUBLESHOOTING
e Resolve network issues

e Protocol decoding of all user parts and protocol
layers makes it possible to track and search for
protocol irregularities.

e Resolve customer issues

e Use CDRs collected 24 /7 as evidence in case of
disagreement with customers, authorities and
operators.

e |dentify bottlenecks in your network

KEY FEATURES

o Centralized 24 /7 monitoring of
SS70TDM, SS70lP, SIP, ISDN, mobile
and converged networks

¢ Distributed monitoring probes

e Multi-user system

¢ Real-time protocol monitoring and
analysis

e CDR generation including all protocol
signalling

e CDR correlation

¢ Historical search

¢ Individual filtering

o Client/server architecture

e Multiple E1/T1/J1 and Ethernet
interfaces per probe

¢ Linux-based monitoring probes

¢ Windows-based monitoring clients

OVERVIEW

Components

The cost-efficient STINGA Monitoring System from Utel
Systems comprises the following components related to
SS7, SIP, Mobile & ISDN monitoring:

Linux-based monitoring probes with multiple
E1/T1/J1 and/or Ethernet interfaces

Real-time protocol monitoring modules
CDR builders

CDR correlators

Search engines

Windows-based client applications

Modular system

Expand your system as your business grows

No need to throw away your earlier investments
when your network expands or new protocols need
to be monitored

Centralized operation

Reduced network maintenance cost

Reduced error detection time

Efficient use of expert personnel at central site
Central maintenance and administration

Filtering support for real time monitoring

Fast and easy filtering and grouping of data
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STINGA MonITorRING SYSTEM: BUILDING A SYSTEM
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MONITOR

BUILD AS YOUR NEEDS GROW

Figure A shows a fairly basic system with only one moni-
toring probe with ISUP and TCAP CDR builders, and an
SS7 real-time monitoring module. The probe is con-
nected to the SS7 network through one or more E1/
T1/J1 interfaces. The client is a Windows-based
STINGA SS7 Monitor connected to the probe through
LAN/WAN.

THE MULTI PROBE MULTI USER SYSTEM
Figure B shows a multi probe system based on two
monitoring probes - one for SIP monitoring, and one for
SS7 monitoring. The SS7 probe is connected to the
SS7 network through one or more E1/T1/J1 inter-
faces, and may be equipped with ISUP and TCAP CDR
builders, and an SS7 real-time monitoring module. The
SIP probe is connected to the SIP network through an
Ethernet interface, and may be equipped with SIP CDR
builder and/or SIP real-time monitoring module. All
CDRs are passed to the master probe for storage and
correlation. Real-time protocol messages are passed
directly to the monitoring clients through the master
probe. A STINGA SS7 Monitor and a STINGA NGN
Monitor makes this system a multi-user system, pre-
senting both real time-data and historical data from the
probes to the users.

MORE ADVANCED SYSTEM

Figure C shows a more advanced system based on
three monitoring probes. The probe to the left contains
CDR builders and real-time monitoring modules for both
557 and ISDN PRI. These CDR builders passes the
CDRs from the probes to the master probe, which in
turn are correlating the CDRs with CDRs from other
probes.

Fig. A
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The probe to the right contains CDR builders and real-
time monitoring modules for ISDN PRI and SIP, and the
CDRs are passed to the master probe as for the 557/
PRI probe. A STINGA SS7 Monitor, a STINGA NGN
Monitor and a STINGA ISDN PRA Monitor presents
both realtime data and historical data from the probes
to the users.

The master probe is also operating as a standard moni-
toring probe, in this case monitoring SS7 and SIP.

CDR correlators for SS7, SIP and ISDN PRI may be
installed on the master probe to provide a call trace
view for the users. In this way it is very easy to under-
stand and see what is going on in converged networks.
In addition, monitoring probes for numerous mobile
protocols and interfaces are available.

SYSTEM OPERATION

The STINGA Monitoring System meets the requirements
for a centralized monitoring solution. It is based on a
client/server architecture, where the master probe is
the server. The master probe is able to manage a num-
ber of probes situated at different sites in the moni-
tored networks. Probes can easily be stacked where a
large number of E1/T1/J1 and Ethernet interfaces
need to be monitored. This is an excellent basis for
building a complete link monitoring system as your
needs grow.

Configuration data (e.g. filter setup) is sent from the
clients to the probes via the master probe. Data from
the probes to the monitors are sent via the master
probe. All CDRs are stored on the master probe, and
can be accessed by the monitor client via a file server.
All CDRs are stored on ASCII files in a tagged data for-
mat, and libraries are available for manipulation of the
CDR data.

Fig. C
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STINGA MonIToRING

SYSTEM: APPLICATION AREAS
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Who is STINGA Monitoring System
for?

The typical network operator offer-
ing SS7, ISDN, SIP, and/or mobile
services or any combinations of
these will need efficient tools for
monitoring the network and the
interconnects.

Error tracking

Users have remote access to the
monitoring probe system for analys-
ing SS7, ISDN, SIP, and/or mobile
traffic through LAN/WAN.

It is possible to do real-time monitor-
ing of all traffic, or filtered traffic
based on point codes, Called/Calling
Party Numbers etc.

Application example: Billing verifi-
cation

Operator A has an SS7 monitoring
probe and a STINGA SS7 Monitor
as shown in figure D. An ISUP CDR
builder is installed on the probe as
illustrated in the figure D. In this
example there is a disagreement between operator A
and the national TDM network provider when it
comes to billing of a certain customer at a given point
of time. Operator A fetches the actual CDR file and is
able to see the SS7 signalling sent and received from
the national provider on the monitor. Thus, operator
A is able to prove his case against the national pro-
vider. Alternatively, operator A unveils a fault in his
own network.

SS7
signalling
network

Probe server

SS7/SIP
Correlators

SIP CDR
builder

g J

TINGA

Monitor

SIP network
Operator B

National TDM

network
SIP—

SS7/SIP
gateway

Fig. E

Application example: Customer not connected
Operator B has an monitoring probe supporting both
SS7 and SIP as shown in figure E. An ISUP and a SIP
CDR builder is installed on this probe, in addition to
an SS7-SIP CDR correlator.

A customer complains to operator B because he is
not able to make an outgoing call to his friend, who is
connected to the national TDM network. Customer
service for operator B has a STINGA SS7 Monitor
and a STINGA NGN Monitor installed on their site as
illustrated in the figure above. Operator B tell their
customer to make a call to his friend. On their moni-

Probe server

Fig. D

SS7 CDR
builder

tors they are able to see what’s
happening in a real-time call trace
view. The call appears on the

monitor as expected in form of an
INVITE message and a corre-

sponding SS7 IAM (Initial Address
Message) message. However, the

PROBE
S
SS7
National TDM
network
SIP—

sS7 SS7-
signalling SS7/SIP
network gateway

STINGA SS7
Monitor

answer to the message is REL
(Release) with cause value
‘Unallocated number’. Operator B
contacts the national TDM net-
work provider and tell them to
solve the problem. The national
network provider defines the miss-
ing number in the numbering plan.
The problem is resolved, and their
customer is satisfied with the ex-
cellent service. Alternatively, op-
erator B unveils a fault in his own
SS7/SIP gateway.

SIP network
Operator A
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Application example: No connection, international
traffic

Network operator C has a number of
probes strategically placed in their
network as shown in figure F. On

a regular basis they
check all their CDR
files. Then they get
suspicious be-
cause there are

too many

abnormal

release

messages

from probe

A. This is a

praobe that is
connected to the
link that carries
operator C's interna-
tional signalling traffic. A

closer investigation into the CDRs

reveals that this happens for all calls to

a certain country. The IAM messages are always
returned with REL messages containing cause value
‘address incomplete’. Operator C contacts their inter-
national network carrier and show them the CDRs.
The international network carrier checks the routing
tables and correct the fault. Operator C detected the
problem in an early stage resulting in high customer
satisfaction.

Captured S€
messages

Operator C

PROBE C S87 network

Application example: One probe reveals problems
anywhere in the SS7 network

Operator D has connected his SIP network to the
national TDM network through a single SS7 inter-
connect point situated in London as

PROBE D

Probe server

S§S7 CDR
builder

Captured SE7
messages

STINGA SS7

Captured SS7 Monitor

messages

PROBE A
Captured SE7
messages
857
ss7
1AV,
Operator C RE
Exchange A International carrier
S87 network
. International
Flg . F exchange

shown in figure G. A probe has been connected to
the interconnect point to monitor all the SIP calls
routed to the national TDM network. The calls are
routed through the operator’s media gateways situ-
ated in several cities in England. In this way operator
D can see if there is a problem with the media gate-
way in Leeds even if the SS7 signalling has to pass
several exchanges on it's way. With one single probe,
operator D is able to track down problems every-
where in the SS7 network based on the OPC
(Originating Point Codes) included in the SS7
signals monitored.

S
. Exchange
National TDM
network London STINGA SS7
Monitor
SS7 ‘ SS7/SIP
Ve | gateway
Exchange Exch N ‘
Leeds =xchange 887 TDM
Birmingham -
P, = MGW
N SS TSR London
TDM
TDM
MGW MGW
Leeds Birmingham
SIP/RTP network Fig. G

Operator D
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TECHNICAL SPECIFICATIONS

Hardware & Software Requirements

® (One or more Linux-based probes with E1/T1/J1
interfaces and/or Ethernet interfaces

e (One or more E1/T1/J1 PCl or PCI Express inter-
face cards and/or Network Interface Cards
(NICs) per probe

e (One or more STINGA Real-Time Monitoring mod-
ules per probe

One or more STINGA CDR Builders per probe
One or more STINGA CDR Correlators per system
One or more STINGA Search Engines per system

One or more Windows-based client software appli-
cations (e.g. STINGA SS7 Monitor) per user

Administrative communication requirements
e [P network

STINGA Monitoring Probe - Master Probe

The Master Probe is the client access point to the
monitoring system, and it collects CDRs from all
other connected monitoring probes. The Master
Probe is also operating as a standard monitoring
probe.

Protocols Supported
Real-time monitoring: See specifications related to the
STINGA Monitor clients:

e STINGA SS7 Monitor

e STINGA NGN Monitor

e STINGA MOBILE Monitor

e STINGA ISDN PRA Monitor

Protocol Interfaces Supported

e S5SS570TDM (ITU, ETSI, ANSI)

e S5S70lP (SIGTRAN]) (ITU, ETSI, ANSI)

o SIP

e Mobile: A-bis, A, Gb (with or without deciphering),
Ge, Gn, Gs, Gr, Gc and Gf

e |SDN PRI (ITU, Euro-SDN, North American Na-
tional ISDN-2)

Monitoring System components

e STINGA Monitoring System Platform
Correlators per system

STINGA SS57-SS7 Correlator
STINGA SIP-SIP Correlator
STINGA ISDN-ISDN Correlator
STINGA SS7-1SDN Correlator
STINGA SS7-SIP Correlator

STINGA ISDN-SIP Correlator
Search Engines per system

e STINGA SS7 Search Engine
e STINGA SIP Search Engine
e STINGA MOBILE Search Engine

e STINGA ISDN PRI Search Engine
Client applications per user

e STINGA SS7 Monitor
e STINGA NGN Monitor
e STINGA MOBILE Monitor

e STINGA ISDN PRA Moaonitor
Monitoring Probe components

e  STINGA Monitoring Probe Platform
Real-time monitoring modules per probe

e STINGA SS7 Real-Time Monitoring
e STINGA SIP Real-Time Monitoring
e STINGA MOBILE Real-Time Monitoring

e STINGA ISDN PRI Real-Time Monitoring
CDR builders per probe

e STINGA ISUP CDR Builder for SS7

e STINGA TCAP CDR Builder for SS7 or
mobile

e STINGA SIP CDR Builder for SIP

e STINGA SCCP CDR Builder for mobile
e STINGA BSSGP CDR Builder for mobile
e STINGA GTP CDR Builder for mabile

e STINGA ISDN PRI CDR Builder for ISDN
Gb deciphering

e STINGA Gb Deciphering

Related Products

¢ UQoS INSIGHT: Report Generator for Link Moni-
toring Systems (LMS) like STINGA Monitoring

Manufacturer

Utel Systems AS

Televeien 9, NO-4879 Grimstad, Norway

Main Office: Tel: +47 3704 6192 ¢ Fax: +47 3704 6191
Internet: www.utelsystems.com

E-mail: sales@utelsystems.com

UTEL
SYSTEMS

Your customers will notice

Distributor

Odin TeleSystems Inc.

800 East Campbell Road, Suite #334

Richardson, Texas 75081, U. S. A.

Main Office: Tel: +1 972 664 0100 e Fax: +1 972 664 0855
Internet: www.odints.com

E-mail: sales@odints.com

Odin TeleSystems Inc.
Open Telecom for Open Minds

Specifications and descriptions in this document are subject to change without prior notification

The Utel Systems name and logo are re

ered trademarks of Utel Systems:

All other trade names referenced are the service marks, trademarks or registered trademarks of their respective companies.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


